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INOACHUTEJIBHASA 3AIINCKA

Bceobmas mudpoBuzaiys moMuMo 0€3yCIOBHBIX MPEUMYIIECTB MTPUBHECTA
B COBPEMEHHYIO KU3Hb BHICOKHE PUCKU YTEUKU JAaHHBIX, HE TPEIHA3HAYCHHBIX IS
IOCTOPOHHETO KCI0JIb30BaHuA. C pa3BUTHEM UHTEPHET-TEXHOJIOT U1, yBEIMYEHUEM
KOJIMYECTBA BBICOKOTEXHOJIOTMUHBIX YCTPOMCTB, KOTOPHIMU MBI ce0s OKpyKaem,
PHUCK CTaTh KEPTBOU KHOEpKpUMUHaIa Bce OoJibllie yBenuunuBaerca. Bmecre ¢ Tem
pacTeT U BaXHOCTh KHOEpOE30MacHOCTH M Kak o0nactd HH(DOPMAIMOHHBIX
TEXHOJOTHM, M KaK KOMIUIEKCA HMHCTPYMEHTOB [Isi OOeCredYeHHs 3alluThl
KOH(UICHIIMATBHBIX TaHHBIX.

KubepOe3onacHOCTh — COCTOSIHWE WJIM TPOLECC 3alUThl KOMIBIOTEPHBIX
CUCTEM, HAIPaBJICHHBI Ha OTpa)K€HUE JIOOBIX THUIOB KUOEpyrpo3, Oyab TO
NEHCTBUSL BPEAOHOCHBIX HPOrpaMM, pa3HOOOpa3HbIE CETEBbIE aTaku BPOJE
opyrdopcunra u DDoS-atak nnm naxe oOyueHue nepcoHana METOAaM 3alIUThl OT
IPUEMOB  COLMAJIBHOM  HMHXKEHEepUU, (QUIIMHIa W OpOYUMX  YJIOBOK
KHOEpIPECTYITHUKOB.

Ha cerogssmHuii AeHh KHOEpOE30MaCHOCTh NPEBPATHIIACh B JIOKOMOTHB
UG POBHU3AIMH, ITOCKOJIBKY HH TPAaHCIOPT, HU DHEPreTHKY, HHU (PUHAHCOBBIH
CEKTOp, HHU COITMAIBHYIO cepy HEBO3MOXXHO TpaHCPOpPMHUpPOBaAThH B «uppy» 0e3
obecniedyeHns nHHOPMAIIMOHHON Oe30macHOCTH. M eciii paHpIlie peyb I JIHIIb O
IICJIOCTHOCTH, KOH(DHICHITMAILHOCTH U IOCTYITHOCTH JIaHHBIX, TO CEHYac 3TO yrpo3a
3axBaTa 3JOYMBINIUICHHUKAMH  YIPABJIICHUS  Pa3jMYHBIMH  YCTPOHCTBaMH,
CUCTEeMaMU U Jaxe IeJIbIMU OTpaC/IsIMU, TOCKOJBKY Ojarojmaps BceoOIei
WHTCPHETU3AIMN BCE CHCTEMBbI, BKIIIOYas 1UppoBbie (HaOpPHUKH, «yMHBIC» JIOMa U
«yMHBIe» TOpOjJa, OOBCIWHEHBI B €IMHOEC KUOeprpocTpaHcTBO. M Bech 3TOT
1M POBOM MUP HEOOXOIUMO 3aIIUINATh OT MHPOPMAIMOHHBIX U KUOEPYTPO3, UTO
nenaetr kuoepobeszonmacHocTh mpobiemoirt XXI Beka. Iludpooe Oynmyiiee He
HACTYNHT 0e3 KubepOe30MmacHOCTH.

JlononHuTenbHas obmieo0pa3zoBaTeiabHas OOIepa3BUBarOIIas MporpaMmma
«KubepOe3omnacHocts» (manee — IlporpamMma) TEXHHUYECKOW HampaBlIEHHOCTH,
0a30BOTO YpOBHS HaIlpaBiCHAa HAa Pa3BUTHEC HMHTEIUICKTYaIbHO-TBOPUYCCKUX
CIIOCOOHOCTEM 00ydJaronuxcsi, TpuoOpeTeHre UMHU 3HAaHWU M YMEHHH B 00JacTu
K1OepOe30MacHOCTH U CIY>KUT MPO(OOPUESHTAIIMOHHBIM CPEJICTBOM.

[Iporpamma MOKET OBITH HMCIOJIB30BaHA IIPH peaju3allk  IPOCKTa
npeanpodhecCUuOHAIBHOTO o0Opa3oBaHHs «lIxoia CTapIIEKIIACCHUKOBY,
PCKOMEHIOBaHa OOydJaroIMMCsl akajeMuueckux u |T-kjmaccoB, a Takke TpH
noaroroBke k ydactuto B Yemrnmonare WorldSkills Russia, 6ok kommneTeHmmii
«MHpOpMaIIMOHHBIE 1 KOMMYHUKAIIMOHHBIC TEXHOJIOTHUID).



AxTyanbHocTh [IporpaMmbl 3akitoyaeTcs B CO3/JaHUM  YCIOBHHM uis
ONTUMAJIBHOTO PAa3BUTHS TEXHHUUYECKHX CIIOCOOHOCTEW OOydYaroluXcsl CTapIIuX
KJIaCCOB, UX MPO(ECCUOHATBLHOT0 camoomnpeaeaeHus. OHa 3HAKOMUT 00yUYarOLIUXCs
c HabOpOM KOMIIETEHIMI, HEOOXOAMMBIX CIEIHATUCTY MO KuOepOe30macHOCTH:
BHHUMATEJIBHOCTh M AKKypaTHOCTh O paboTe ¢ KOoAaMM, 3HaHUE (UINYECKUX
CBOWCTB B TEXHHYECKHX YCTPONCTBAaX, AaHAJUTUYECKHE HABBIKHM, YMEHUE
IPOCUUTHIBATh TOCJEICTBUS M3MEHEHHUH B CHUCTEME, CIOCOOHOCTH ONEpPaTHBHO
OLIEHUBATh YTPO3bI U UX UCTOYHHUK.

Crnenuanuct 1mo KubepOe30macHOCTH obecrneunBaeT WHGOPMALMOHHYIO
3alUTY W BBIABISET YIpo3bl TOTepH NaHHBIX. lIpodeccmonansr 3Toil cdeps
pabotaror B KpymHbIX  |T-xoMmanwsix,  (QUHAHCOBBIX  OpraHU3AIUsAX,
MPABUTEIBCTBEHHBIX OpraHax, MEIUIMHCKAX YUYPESKICHUSIX W OOOPOHHBIX
npennpusITusx. X rioaBHas 1enb 3aKI09aeTcs He B OTPAKCHUH XaKePCKOM aTakw,
a B 00ecrieueHnH ePEeKPHITHS BCEX KaHAIOB JOCTYIa, YTOOBI ATOW CaMOii aTaku He
MIPOMU3OIILIO.

HoBu3zna IIporpammbl 3akiroyaeTcss B IPAKTUKO-OPHUEHTHPOBAHHOM
HOJIXOJl€, OCHOBAHHOM Ha MPUMEHEHUHM HUIPOBBIX TEXHOJOTUNH OOydYeHHUs C
UCIIOJIb30BAHUEM  «BHPTYAJIbHBIX IOJMITOHOBY», MOJEIUPYIOIIUX HACTOSIIHE
MH(OpMAIMOHHBIE U KHOEPPU3HUUECKUE CUCTEMBI U PealIbHbIE KHOEpaTaKy.

Hannas  IIporpamma pa3paboTaHa Ha OCHOBE MPOTPaAMMBI
«Kubepb6e3omacHocth» (pazpadorunk Hukonaesa E.B., megaror 7omogHUTEIBHOTO
obpazoBanus [ BITIOY «Bopobwersl ropbi» T. Mocksa, 2020).

IHeparornuyeckas mesecoo0pasHocThb [IporpamMmel 3akiroyaeTcst B TOM, 4TO
OHa JMA€T CWIIBHBIN TOJYOK JJIs PA3BUTHUS WHTEIUICKTA OOydJaroImmxcs, GopMupyer
WX JIOTUYECKOE MBIIUICHWEe, BbIpaOaThIBAET TMPUBBIYKY AaKKypaTHOH W
CUCTEMATUYECKOM paboThl, TIOMOTaeT YCIEIIHO OBJAJeBaTh HE TOJBKO
o011Iey4eOHBIMI YMEHUSIMU M HaBBIKAMHU, HO U OCBOUTH 00JIe€ CIOKHBIN YPOBEHB
3HAHUM.

Or1auyurebHasE 0Cc00eHHOCTH IIporpamMMbl COCTOMT B MOTHBALHH
00yJaromuxcs K MOJTy4eHHIO (B TOM YHCIIE CAMOCTOSITEIEHO ) COBPEMEHHBIX 3HAHHM
KaK O CpEJCTBaxX 3alllUThl, TAK U O MEXaHU3MaxX pealu3allMyd Pa3iIHuHbIX yTpo3.
[TporpamMmMa pa3paboTaHa B COOTBETCTBHUM C HWHHOBAI[MOHHBIM KYpPCOM CETEBOM
axagemuu Cisco «Cybersecurity Essetialsy, KOTOpbIif HE IPUBS3aH K KOHKPETHOMY
MIPOM3BOIUTENO0 000OPYIOBAHUS, HE SBIISETCS YACTHIO PEKJIaMbl WM MAapKETHUHTA



KaKoi-IM00 KOMIIAHMM W HOCUT COLIMAJIbHBIM XapakTep. 3HAaHUSA M HaBBIKH,
MOJIYYCHHBIC B PE3YJIbTaT€ OCBOCHUS MPOTPAMMBI, OCOOEHHO BaXKHBI IS
COBPEMEHHBIX MOJPOCTKOB B CBSI3U C MX AKTUBHBIM HCIIOJb30BAaHUEM WHTEPHET-
PECYPCOB U COITUATBHBIX TUTAT(POPM, 711 TOTO YTOOBI UMETh MPEICTABIICHUE O THUTIAX
KHOEpyrpo3 M YMETh 3alllUTHTh U 00€301MacuTh ceOs U CBOW JTaHHBIC.

Hear Ilporpammbl — MNO3HAKOMHUTH OOy4YalOIUXCA C OCHOBAMH
K1OepOe30nacHOCTH, CTUMYJIMPOBATh WX HHTEpec K MpoeccusiM, CBSI3aHHBIM C
00J1aCTbI0O KOMITBIOTEPHBIX TEXHOJIOTHUH.

Peanuzanus nocTaBieHHOM e IpeyCMaTPUBAET PEIIEHUE psia 3a/1ay.
3apaum [Iporpammsl
Ooyuaromue:

® JaThb IMPEACTABICHHE O THUIAX BPEJOHOCHOIO  MPOrpPaMMHOIO
oOecreyeHus, 0 METoAax €ro MPOHUKHOBEHHUSI B CUCTEMY;

® [I03HAKOMUTh C OTJIMYUTEIbHBIMH YE€pTaMHU MNPECTYIUIEHUH B cdepe
KnOepOe30MacHOCTH;

® J1aTh NPEJICTABIICEHUE O TAKTHKE, METOJIAaX U MPOLEeIypax, UCIOIb3yEMbIX
KHOEpIpeCTYITHUKAMU;

® [I03HAKOMUTh C OCHOBHBIMH HPHUHIMIIAMH KOH(HICHIHUAIBLHOCTH,
LEJIOCTHOCTH U JIOCTYITHOCTH OTHOCHUTEJIBHO COCTOSIHMSL JAHHBIX M CpPEICTB
IPOTUBOJIEUCTBUS yrpo3aM 0€301acHOCTH;

e o00y4aTb OCHOBHBIM cHoco0aM  3aluThl  KOH(HIEHUHUAIBLHOCTH,
oOecrieueHus: 1eJIOCTHOCTH W BBICOKOW JOCTYMHOCTU C TIOMOIIBIO TEXHOJOTHUIA,
IIPOIYKTOB U IPOLEAYD;

® J1aTh MPEJCTABICHUE O NMPABOBBIX ACHEKTaX JAESITEIbHOCTH CHElraInucTa
1o kudepOe30MmacHOCTH;

e (QopmupoBaTh YMEHUS UCHOJIb30BaTh OCHOBHBIE TEXHOJOTUH, ITPOLIECCHI
U TIPOLIETYPhI 7S 3aIIUTHI BCEX KOMIIOHEHTOB CETEBOM MHPPACTPYKTYPHI.

Pa3BuBarwmniue:

® pa3BuBaTh YPPEKTUBHOE UCTIOIH30BAHUE KOMITBIOTEPHBIX CUCTEM;
® pa3BUBaTh MBICJIUTETILHBIE, TBOPUYECKHE, KOMMYHUKATHBHBIE
CIIOCOOHOCTH O0YYarOITUXCS;

® pa3BHUBATH HHTCJIJICKTYAJIbHBIC u IMPAKTHYCCKHUC YMCHUA,
CaMOCTOATCIIBHO HpI/I06peTaTL W IPUMCHSTH Ha ITPAKTHUKC IMOJTYYCHHBIC 3HAHU I,

e pa3BuUBaTh  HWHTEpeC K  KuOepOe3omacHOCTHM  Kak  o0yactu
npoecCHOHANIEHOM eI TeIbHOCTH;

® pa3BUBaTh yMEHHS PabOTaTh ¢ pa3HbIMM HCTOYHUKAMHU WH(MOpMaImwu,



HCCIICAOBATCIIBCKUEC U IPAKTUYCCKHUEC YMCHHUS, KOMMYHHUKATHBHYIO KYJIBTYpPY.
BocnurTartebHbIE:

® COJIEHCTBOBATH COLMAIBHON ajanTanyy oOy4arolMXcsd B COBPEMEHHOM
o011ecTBe, IPOSBICHUIO JINJEPCKUX KAYECTB;

® BOCIUTHIBaTh yCTONYMBBIN MHTEPEC K KNOEPOE30IIaCHOCTH;

® BOCIUTHIBaTh HH(OPMALIMOHHYIO KYJIbTYPY OOpallleHus C TaHHBIMU;

e (popmupoBaTh MOTPEOHOCTH B TBOPUECKOU JIEATEIBHOCTH, CTPEMIICHHE K
CaMOBBIPAKEHUIO.

Kareropusi o0y4aromuxcs

OoOyuenue no [Iporpamme BeneTcs B pa3HOBO3PACTHBIX I'PYIINAx, KOTOPbIE
KOMIUIEKTYIOTCS U3 oOydarommxcst 15-18 net. KonmdectBo oOydaromuxcst B rpyIme
— 20 yenoBex.

Cpoxu peanuszanun IIporpammebl

[Iporpamma paccurtana Ha 1 rog o0yuenus. OO11ee KOJIUIECTBO YacOB B T'OJT
cocTasisieT 34 Jaca.

DopMBI M pesKUM 3aHATHH

[Iporpamma peanuzyercs 1 pa3 B Henento no 1 yacy. [Iporpamma Bxirouaer
B ce0s TEOPETUUYECKHUE U TPAKTUUECKUE 3aHSATHUS.

Iliianupyemble pe3yabTarsl ocBoeHus IIporpammel
[To utoram peanuzanuu [IporpamMmmel oOydaromiuecs: OyayT
3Hamo:

® OCHOBHBIE TUIIBI HHTEPHET-YIPO3 U YA3BUMOCTEM;
® TOHATHIHBIA anmapaT WHOOPMAIMOHHBIX TEXHOJOTUH U OCOOEHHOCTH
TEPMUHOJIOTHH KHOEepOE30MacHOCTH;

® ypoBHU oOecreueHus1 KubepOe30macHOCTH;

e (0a30BBIC COCTABJIAIONINE B 00JIaCTH Pa3BUTHS CUCTEM MHGOPMAIIMOHHOMN
0e30IacHOCTH;

® OCHOBHBIE CIIOCOOBI 3alIUTHI JIMYHOCTH U IIEPCOHATIBbHBIX JaHHBIX,

® O00BEKTHl KOMIBIOTEPHBIX TEXHOJIOTHH, HCIIOJIb3yeMbIe B OOCCIICUCHUN
KrOepOe30MacHOCTH;

® OCHOBHBIE MPUHIIUITBI KPUNITOTPAUIECKOTO MU(POBAHUS JAHHBIX;
® BUJbI CPEACTB KOHTPOJIS EITOCTHOCTH TAHHBIX;
®  AJIITOPUTMBI YCTPAHEHUS MTOCIIEICTBUNA HAPYIIECHHUS LIEJIOCTHOCTHU TAHHBIX;

® pOJb U cIOCOOBI KpUNTOrpaduYECKON 3alTUTHI.



[To utoram peanuzanuu [Iporpammel oOydaromuecs: OyayT

ymemo:

® OPHEHTHUPOBATHCA B OTPOMHOM MH()OPMALIMOHHOM TIOJIE;

® BLIABJEATH NPCACTABIIAIOIIUC YI'PO3Y 3JICMCHTEI,

® CTaBWTH IIeNH, (POPMyTHPOBATH 3a/1a4M, CBSI3aHHBIE C 00ECIICYCHIEM
Kn6epOe30MacHOCTH;

® AHAIU3UPOBATH

KnOepOe30nacHOCTH;

3a11a4;

TCHACHIINHN

pa3BUTUSA

CHUCTEM

o0ecrieueHus

¢ [IPUMCHATH 3HAHUA O KI/I6€p6€30HaCHOCTH B PCIICHHUH ITOCTABJICHHBIX

¢ HCIIOJB30BAaTb 3HAHHUA O COBPCMCHHBLIX TCXHOJIOTHAX, IIPUMCHSICMBIX B

obsactu kKubepOEe30NMacHOCTH;

® UCIOJH30BaTh METOJIbI MPOBEACHUS aHAIU3a B 00J1aCTH 00ecieueHUs

K1OepOe30MacHOCTH.

COAEPKAHUE INTPOI'PAMMBI

YueOHbIH (TeMATHYECKHIA) IJIAH

Ha3Banmue pa3gesia/TeMbl KounuectBo yacoB DopMbI
Bcero | Teopus | IIpakrtuka arrecraitad u
KOHTPOJIS
1. Be3onacHocts B nugposom 2 1 1 [lepBuunas
Mupe TTMarHOCTHKA.
BBoaHoe 3ansTue. TectupoBanue
Kubepb6e3omacHoOCTb.
KunroueBbie KOHIIETIIMHT
kubepbe3onacHocTu. TexHuka
0€30MacHOCTH
2. IIpaBoBbIe aCHEKThI 3AIMUTHI 4 2 2 Texymmii
Kubepnpocrpancra KOHTPOJIb.
[IpaBoBBIE aKThI B 00JIACTH [IpakTnueckas
WH(POPMAIIMOHHBIX TEXHOJIOTUHN paGoTa
3alIUTHI KHOEPIIPOCTPAHCTBA
l'ocynapcTBeHHas MOJUTHKA B
obnactu kubepbe30macHOCTH
3. Ku6enpectynmHocTb u 6 3 3 Texymmii
Kubepoe3onacHoctb KOHTPOJb.
Kubepnpectymnnenus [IpakTnueckas
Bbopbba ¢ kubepnpecTynHoCThIO pabota




4. Yrpo3bl kuéep6e30nacHoCTH, 6 3 3 [TpomexxyToun
YA3BHMOCTH M aTaKH as aTTeCTalus.
Vrpossr TectupoBanue
TexHnuueckue, colManbHbIC U
(dbusnyeckue aTaku

5. Crnoco0bl 321U THI CEKPEeTHOM 4 2 2 Texymuit
HNudpopmanuu KOHTPOIIb.
Kpunrorpadus [IpakTuyeckas

pabora

7. Oo0ecneyenye HEJOCTHOCTH 4 2 2 Texymuii
JdaHHbIX KOHTPOJIb.
Xem-QyHKuun [TpakTrueckas
Mexanmm HMAC paborta
[udposas noanuce

8. JocTynmHoCTh cucTeM 1 2 1 1 Texymuii
CepBucoB KOHTPOJIb.
[ToBbllIEHHE TOCTYITHOCTH [IpakTnueckas
CHCTEM U CEPBHUCOB pabota

9 3ammra ypoBHeii 4 2 2
obecneueHnst
Kubepo6e3onacHocTu
3amura CUCTEM U YCTPONCTB

10 HTorosas arrecranusa. 3auer 2 - 2 Hrorosas

aTTeCTaIHs.
3auer
Hroro 34 16 18




Conepxanue y4e0HOro (TeMaTH4eCKOro) mjiaHa
Pasnen 1. bezonmacHocth B H1u)poBoM Mupe

Tema 1.1. Beoonoe 3anamue. Kuoepoezonacnocmo. Kniouegvie konuyenuyuu
Kubepbezonacnocmu. Texnuxka dezonacnocmu

Teopusa. 3HAKOMCTBO C JACSITEIBHOCTHIO OOBEIWHEHUS, C €r0 IEIsIMU |
3a/layaMu, TIOPSIKOM U TUTAaHOM paboThl Ha yaeOHbIH 1o/, HCTPYKTaX MO TEXHUKE
0€30MaCHOCTH.

Ipakmuka. IlepBuuHas nuarHoctuka. TecTupoBaHue.
Pa3nen 2. [IpaBoBblie acneKThI 3alIUTHI KHOEPNPOCTPAHCTBA

Tema 2.1. Ilpasosvie akmwl 6 0O1acmuU UHPOPMAUUOHHBIX MEXHOI02UT U
3augumol Kubepnpocmpancmaea

Teopusa. OTBEeTCTBEHHOCTh 3a KuOeprpecTyIieHusa. KOHCTUTYLHMOHHOE
MpaBO Ha TOMUCK, MOJYyYEHHE W pacrnpocTpaHeHue uHpopmanuu. DenepanbHbIin
3akoH 0T 29.12.2010 Ne 436-D3 «O 3amure AeTeit 0T UHPOpMaIMU, TPUIUHSIIOIICH
BpeJl UX 3/I0POBbIO U pa3BuTHION. MHPpopMannmonHoe 3akoHoAaTenbctBo PD. 3akon
P® «O6 nndopmaruu, nHOOPMAIIMOHHBIX TEXHOJIOTUSAX U O 3aIUTE UHPOPMALIUN.
VYroyioBHasi OTBETCTBEHHOCTh 3a CO3/IJaHUE, UCIIOJIL30BAaHUE U PACIPOCTPAHCHUE
BPEJIOHOCHBIX KOMIBIOTEPHBIX MporpamMm. [IpaBoBble OCHOBBI ISl 3alIUTHI OT
cnama. [IpaBoBbIe OCHOBBI 3aIIUTHI UHTEIJIEKTYaIbHOW COOCTBEHHOCTU. ABTOPCKOE
npaBo. I[IpaBoBas oxpana nporpamm st O9BM u BJI. Jlunensunonnoe 110. Bunbl
muuensuit (OEM, FPP, xopnoparuBHble nuueH3ud, noamnucka). [10 ¢ oTKpeIThIM
kogoMm (GNU GPL, FreeBSD). IlpaBo Ha mH]oOpMaInioo, Ha COKpPHITHE JTaHHBIX,
kareropun uH@opMmanuu. [lepcoHanbHble W OOLIEAOCTYNHBIE  JIaHHEIE,
OTpaHUYEHHBIN JOCTYyN. 3aK0oH «O mepcoHaNbHBIX TaHHBIX». YKa3 [Ipe3unenta PO
O CO3JaHUM JICICTBEHHOW CHCTEMBI MPOTUBOJICUCTBUS KOMIBIOTEPHBIM aTakam OT



15 suBaps 2013 r. VYromoBublii koaekc P®, paznen «llpectymienus B cdepe
KOMIBIOTEPHON HHPOPMALTUN .

Ilpakmuka. BeinoaHeHUE MPaKTUUECKUX 3a1aHuii o Teme «[IpaBoBbIe aKThI
B 00J1aCcTH MH(GOPMAIIMOHHBIX TEXHOJIOTHH U 3aIUTHl KHOEPIIPOCTPAHCTBAY.

Tema 2.2. I'ocyoapcmeennas noiumuka é ooaacmu Kubepoezonacnocmu

Teopus. Jloxkrpruna nadopManmoHHo# 6e3omacHocTr. Kubeproiicka. 3ammra
KHOEpIpOoCTpaHCTBA KaK OJHA M3 3a/Jay BOOPYKEHHbIX cui. MHpopmanmoHHas
BoitHa.  MudopmannonHoe  opyxkue.  HMHopmainmonHoe  BO3JAEHCTBUE.
['ocynapcTBeHHas, KoMMepueckasi TaiiHa. 3allluTa CalTOB TIOCYJapCTBEHHBIX
OpraHoB (JIEKTPOHHOE MPaBUTEILCTBO). OpraHbl BIACTH, OTBEYAIOIIUE 32 3ALTUTY
KHOEpIpOoCTpaHCTBa.

Ilpakmuxka. BreinonHenne tecta no TemaMm paszena «lIpaBoBble acmeKThI
3aIUTHI KHOEPIIPOCTPAHCTBAY.

Pa3nen 3. KubenpectynmHocTh U KHOep0e30MacHOCTh
Tema 3.1. Kubepnpecmynnenus

Teopua. llonstue kubepnpectymieHud. [Ipeanocbuiku KubeprnpecTynieHus.
OcoOeHHocT W BuAbl KuOepnpecTymieHnid. @OHUHAHCOBBIE MNPECTYIUICHHUS.
Oummnar. @apmunr. Kubep-noprorpadusa. Kubep-Toprosiss HapKOTHKAMH.
Kubepreppopusm. AszapTHble Urpbl-oHnaitH. KubeprnpecienoBanue. CouuaibHas
uHxeHepus. [lpuemMbl MaHUNYJSIUM CO3HAHUEM YEJIOBEKa, MX OCOOEHHOCTH.
ConmansHoe nporpaMmupoBanne. ColuanbHOE XakepcTBO. THIIOBBIE YIPO3bl U X
pacnpoctpaHeHre. BHyTpeHHHE U BHEIIHUE Yrpo3bl 0€30MacHOCTU. YS3BUMOCTh
MOOMJIBHBIX YCTPOUCTB, HHTEPHET BELIEH.

Ilpakmuxa. BpINONHEHUE TPAKTUYECKUX 3adaHuil. OmnpenelieHUuEe THUIIOB
KHOEpYyrpo3 U METOJIbI MPOTUBOICUCTBHS KUOEPIPECTYITHUKAM.

Tema 3.2. Bopvba c kubepnpecmynHocmuio

Teopua. dopeH3uka — HayKa O PACKpPBITUM NPECTYIUICHUH, CBSI3aHHBIX C
KOMIIbIoTepHOU nHpopmMarmeid. MccienoBanue 1udpoBHIX T0KA3aTeIbCTB, METOIbI
MOMCKa, TOJIydEeHUS M 3aKperyieHus TaKuxX JoKa3areinbcTB. lloaroroBka
cnenuanuctoB. Otaen mo 6opbde ¢ kubepnpectynHoctbio Poccun. KonBeHius o
kubepnpectynHoctu CoBera EBpomnbl. Yronosubii Kogexc PO (VK P®) rimara
«[Ipectymienus B chepe KOMIbIOTEpHOM HHDOpManum» (cTaThu 272-274).

Ilpakmuka. BpimonHeHHE TPAKTUYECKUX 3amaHuii mo Teme «bopnba c
KHOEPIPECTYITHOCTHION.



Pa3nen 4. Yrpo3sl kuoep06e30nacHoOCTH, YI3BUMOCTH U ATAKH
Tema 4.1. Yepo3wt

Teopusa. ba3zoBble TOHATHS HHPOPMAIIMOHHOW O€30MAaCHOCTU: YIpo3a,
ySI3BUMOCTb, aTaka, ymep0. Jlornueckast cBsi3b MexAy NOHATUAMH. OnpeaeneHue
yrpo3bl. Knaccudukamnus yrpos. BpenonocHoe nporpammuoe obecrieuenue (I10) u
kof. Bupycel. CereBbie uepBu. ConmH’eHEpHiTHbIE TPOSHBI. JlIornueckrue OOMOBI.
[IporpamMMBbI-BBIMOTaTEIIH. Bbaxnopsl. PyTkuTEL CryduHr.
TalnckBOTTUHI/KNOEPCKBOTTUHT. KpunTomkekuHr. 3ammra OT BpPEAOHOCHBIX
nporpamM. llInnoHckoe, pekinaMHOE NPOrpaMMHOE OOECIeUeHUE U MOJIEIbHbIE
aHTUBUPYCHBIE TporpamMMbl, cmam. Meroapl oOmaHa. TakTUKH COIMAIBHOM
WUHKEHEPHH.

Ilpakmuka. IIpomexyTouHas arrecTands. BBITOMHEHHME TecTa MO TeMe
«YTpO3b1».

Tema 4.2. Texuuuecxue, couuaiibnbvle U 4m3uuec:<ue amaxku

Teopus. Ataka — ofHa W3 CaMbBIX OIACHBIX YIrpo3 KuOepOe30MacHOCTH.
YeThipe dTamna ataku: peKorHocuupoBka (recon), soBymika (hook), skcrmyaranus
ysizeumoctu (exploit), Beixon (exit). @ummar u ero gopmel. [IperekcTurr. ATaku
«mpuMankay. Meron «quid pro quo» (yciyra 3a ycayry). dusmyeckas araka
«Tailgatingy. [1a1p MeTOZ10B pOdUIAKTUKHN KHOEpaTak. Y MEHBIIICHHUE OIS aTaKu.
TiarenbHast NpoBepka KPUTHUECKHU Ba)KHOTO nepcoHana. Co3naHue KOMaHIbl 0
oOecrieuenuto Oe3omacHocTu cetu. OpraHuzanus ¥ HUCIOJB30BAHUE POJIEBOTO
noctyna. BeiOop Hafe)KHbBIX MapoJIei.

Ilpakmuka. BpinonHeHue npakTHYeCcKUX 3anaHuil. OOHapyX eHue yrpos u
YS3BUMOCTEM.



Pa3znen 5. CnnocoObl 3alIUTHI cCeKPeTHOI HH(opManuu
Tema 5.1. Kpunmozpagus

Teopua. 3anmaum kpunrorpadum: 00ECIEUUTh CEKPETHOCTh, 3allUTHThH
LEJI0CTHOCTh HMH(popManuu. Buasl kpunrtorpaduyeckod 3amuTbl UHPOPMAIIUH:
mndpoBanue, creHorpadusi, koguposanue, cxxkarue. [lludposanue. MHcTpyMeHT —
aIrOpUTM TIpeoOpa3zoBaHus U Kirod. TpeOoBaHus k Meroay mudpoBanus. Tumbl
Kpunrorpaduueckux mpeodpazopanuii. CHMMETPUYIHBIC aJITOPUTMBI IIIM(PPOBAHMUS.
AcuMMeTpuyHBIE  anTOpuTMbl  mudpoBanus. CpaBHEHHE pPa3HBIX  THUIIOB
mudpoBaHus. YTPABJICHHUE JIOTHUYCCKUM JOCTYIIOM. YTIpaBlieHHE (PU3NYECKUM
JIOCTYIIOM. Crpareruu pasrpaHuYCHUS JIOCTYIIA. Unentuduxanus:
ayTeHTU(PUKalUs, aBTOpU3alUsi, OT4YETHOCTh. CpeacTBa KOHTPOJIS JOCTyMa.
MeTtoabl COKPBITHS TAHHBIX.

Ilpakmuka.  BplmonHeHue  npakTudeckux — 3amaHuid.  CpaBHeHHe
CUMMETPUYHOIO U ACMMMETPUYHOrO MMM(pPOBaHUA HA MpPaAKTUKE, NMPUMEHEHUE
cTeHorpaduu.

Pa3gen 6. O0ecneueHue HEJOCTHOCTH TAHHBIX
Tema 6.1. Xew-pynxyuu

Teopusa. XemmupoBaHue U cBoMcTBa XdmI-(pyHKuuid. CoBpeMEHHbIE
AJITOPUTMBbl  XCIIMPOBaHMS. XelupoBaHue (alaoB M LHUQPPOBBIX HOCHUTEIEH.
XemupoBanue maposiei. Peanmuzarnus mexanu3ma ao0aBiieHUs «coiiny». Bzmom
xemeid. Mexanuzm HMAC: tienu, mpuHINI JSHCTBUS, peaTn3almsl.

Ilpakmuxka. BeinoliHeHrEe MPAKTUYECKUX 3a7aHuil. XemupoBanue Qpaitios u
IU(POBBIX HOCUTEIIECH.

Tema 6.2. Mexanuzm HMAC

Teopb6a. Mexanuzsm HMAC: nenu, mnpuHIUN ACHCTBUSA, peaid3alius.
IIceBnokoa. IIpumeps! koaa.

Ilpaxkmuxka. Beinonn6Hue npaktudeckux 3aganuii. Co3gaHue Koja.

Tema 6.3. Hughposasn noonuce

Teopua. lludposbie noanucu u ceprtudukarel. TexHonoruss uuPpoBoi
nonnucu. CUMMETpUYHas cxema. ACHMMETpUYHas cxeMa. Buabl accuMeTpHYHbIX
aITOPUTMOB. MoJieNn aTak U UX BO3MOXKHBIC pe3ynbTathl. [[poBepka moimHHOCTH.
ObecrnieueHue 1EeI0CTHOCTH 0a3 TaHHBIX.

Ilpakmuka. BplIIOTHEHUE TPAKTUYECKUX 3a1aHUi. B3iiom maposs.



Pa3znen 7. JlocTymHOCTH CHCTEM M CEPBHCOB
Tema 1.1. llogviuenue 0ocmynHoCmu cucmem u cepeucos

Teopusa. JloctynHocTh (OcHOBHBIE TIOHATHS). [Tokazatenu 3¢dekTuBHOCTH.
YTrpo3sl JOCTYIHOCTH. Mepbl 10 MOBBIMIEHUIO JOCTYMHOCTH. Asset Management.
MmuoroypoBHeBasi 3ammuTa. PesepBupoBanue. OTKa30yCTONYMBOCTH CHUCTEMBI.
PearupoBanne Ha  MHIUACHTH.  ABapuUiHOE  BOCCTAHOBJICHHE  CHCTEM.
HenpepbIBHOCTH OM3HEC-TTPOLIECCOB.

Ilpakmuka. BpIlIOTHEHWE TIPAKTUYECKUX 3ajlaHui. PesepBupoBanue
MAapUIPYTHA3aTOPOB U KOMMYTAaTOPOB.

Pa3nen 8. 3amura ypoBHeii o0ecneuenusi kuoepoe3onacHocTH

Tema 8.1. 3awguma cucmem u ycmpoiicme

Teopua. IloBelieHHE HAAECKHOCTA XOCTOB. lIOBBINIEHME HAIECKHOCTH
OCCIIPOBOIHBIX M MOOMIIBHBIX YCTPOMCTB. 3alllUTa JAHHBIX HA XOCTax. YIIpaBJIeHUE
COJIEpKUMBIM U oOpazamu. dusnueckas 3amura padounx ctaHuui. [loBeimeHue
HaJeKHOCTU cepBepa. HanexkHOCTh ceTeBOl MH(PACTPYKTypbl U METOIBI €€
3amuThl. OOOpyI0BaHKE JIA MEpEIauu Tojloca U BUJIEO.

Ilpakxmuka. BrinojHeHre MpaKTHYECKKX 3aAaHuii. [I0BBIIIEHHE HaIEKHOCTH
cucrembl Ubuntu.

Pasznea 9. Utorosoe arrecranusa. 3auer
Ilpaxmuxa. ITorosas arrectanus. 3a4er.
®OPMbI KOHTPOJIA U OUEHOYHBIE MATEPUAJIBI

@opMBI KOHTPOJS MW OLEHOYHBIE MaTEpHajbl CIIyXkaT Uil ONpPEIEIICHHS
pE3yNbTATUBHOCTH  OCBOEHUA  oOywaromumucs  Ilporpammbl.  Peanuzanms
nporpammbl  «KubGepbe30macHOCTh» MpeycCMaTpPUBAET BXOJHYIO JIUATHOCTHKY,
TEKYITUH KOHTPOJIb, MPOMEKYTOYHYIO M UTOTOBYIO aTTECTAIUIO O0yUYaIOIIUXCS.

BxonHasi auarHocTuka ocymiecTBisieTcss B ¢popMe omnpoca, MO3BOJISIFOIIETO
OLIEHUTh MOTHUBAIMIO K 00ydeHut0. TeKyuil KOHTpoJIb BKIIOYAeT (POPMBI: OIPOC,
TECTUPOBAHHUE MO M3y4a€MbIM TeMaM, MPOBEACHHUE MPAKTUYECKHUX/Ta00paTOPHBIX
pabot. TectupoBanue ocymectBisiercs B cucteme NetAcad CereBoil akamgemMuu
Cisco (https://www.netacad.com). IIpomexyTouyHasi arrecTanus MPOBOIUTCS B

dbopme TecTupoBaHus. MToromasi arrecranys MPOBOAUTCS B (opMe HTOTOBOTO
3a4era.

(Doprl npoeedenuﬂ ammecmauuu.

® BBITNOJHEHNE IPAKTUIECKUX/Ta00paTOPHBIX PadoOT;


https://www.netacad.com/

® TCCTUPOBAHUC,

® 33YeT;

e ompoc.

Cpeocmea konmponsa

KOHTpOJII) OCBOCHU

MpouecCCce OLUCHUBAHUSA CICAYIOIMUX ITapaMCTPOB:

® PC3yJIbTAaTbl TCCTUPOBAHUA,

® pe3yJbTaThl JaOOPATOPHON pabOTHI.

O6y‘-IaI-OHII/IMI/IC5I IIporpaMmbl  OCYIICCTBILICTCA B

PesynbratuBHOCTH 00ydeHHs auddepeHIupyeTcs MO0 TPEM YPOBHSIM:

HU3KWM, CPEJTHUM, BBICOKUH.

CHUCTEM M METOBI
aTak;

- CIOCOOBI 3aIIMUTHI
uH(popmanuu,
METOIbI
muppoBaHus
TaHHBIX;

- obecrieueHue

YTPO3bI, YI3BUMOCTH
CHCTEM M METOIbI
aTax;

- CIIOCOOBI 3aLUTHI
nHpopmanuu,
METOJIbI

g poBaHus
JTAHHBIX;

- CIIOCOOBI 3aIUTEI
uH(pOpMaIHH,
METOIBI
mudpoBaHus
JTAHHBIX

Ouyenusaemole Buvicokuit yposens Cpeonuii yposens Hus3skuii ypoeens
nokazamenu
3HaHHE OCHOBHBIX OO6yuaromuiicst OO6yuaromuiicst OOyuaronmiicst He
MOHATHH 110 OTJIUYHO 3HAET XOpOIIIO 3HAET YBEPEHHO 3HAET
CHEIMATEHOCTH OCHOBHBIC ITOHATHS U | OCHOBHEBIC IMOHSTUS M | OCHOBHBIC TIOHSATHUS U
KnOepOe301acHOCTh | CBOOOAHO UMH orepupyeT umu 6e3 HE MOXXET UMH
OTIepUPYET OII[yTUMBIX OIIePUPOBATH
3aTpyJIHECHUI

3HaHUE OCHOBHBIX OO6yuatomuiicst 3HaeT | OOyyarmuiics Oobyuarormiics
HOHATHH B Y YBEPEHHO OTBEYAET | YAOBICTBOPUTENIHLHO | HEYBEPEHHO
ciie 1709 Ha BOIMPOCHI 10 3HACT U C HEOOJIBIIONW | OTBEYAET HA BOIPOCHI
paznenax: ciie UM IOMOIIBIO Teflarora | IO CASAYIOUINM
- 0a30BBIC TTOHATHS paszenam: OTBEYAET Ha BONPOCHI | pa3jenam:
kubepbe3onacHoCTH; | - 6a30BbIC OHATUS 10 CIEIYIOIIUM - 0a30BbIE MMOHATHS
- CIIELMAIbHOCTh B K1OepOe30MacHOCTH; | pa3jienam: knOepOe30nacHoCTH;
chepe - CIICIUATTBHOCTH B - 0a30BbIC TOHATHS - CIICIUATBHOCTH B
kubepOe3omnacHocTH | chepe kubepOezonacHocTH; | chepe
U IOpUIUYECKUE KnOepOe30MacHOCTH | - CIIEUATLHOCTD B KnbepOe30racHOCTH
aCTICKTHI PabOTHI C U I0PUINYECKUE chepe U I0pUINYECKUE
JAHHBIMU; acrneKThl PaboThI € KHOepOe30MacHOCTH | aCTEeKThI pabOoTHI C
- apXHUTEKTypa TaHHBIMU; U IOPUINYECKUE JTaHHBIMU;
CUCTEM XpaHEHUs - apXHUTEKTypa ACTICKTBI PabOTHI C - CITOCOOBI 3aITUTHI
TaHHBIX CUCTEM XpaHEHUs TaHHBIMU; uH(popManuu,
obecrniedyeHne ux TaHHBIX - CYIIIECTBYIOIIHE METO/TBI
0€30MacHOCTH; obecrieyeHue ux yTpO3bl, YSI3BUMOCTH | MIU(GPOBAHUS
- CyLIECTBYIOIINE 0€30MacHOCTH; CUCTEM U METO/IBI JTaHHBIX;
YTPO3BI, YI3BUMOCTH | - CYLIECTBYIOIINE aTak; - obecrieueHue

OEJIOCTHOCTH JaHHBIX




LEITOCTHOCTH - obecrieuenue

JTaHHBIX; LENOCTHOCTH

- 3QII[UTA [10 YPOBHSM | JaHHBIX;

J0CTyMa K - 3aIlIKTa [0 YPOBHSIM

uHpOpMauu J0CTyTa K
uHbOopMaIu

[IpakTuyeckue Oo6yuaronmiics Oo6yuatontmiics OOyuaronmiics

YMEHHS 1 HABBIKH YBEPEHHO U IPUMEHSET PUMEHSET
CaMOCTOSTEIILHO [OJYYCHHBIC 3HAHUS. | MMOJYYCHHbBIC 3HAHHUS:
OPUMEHSET - [0 3aIIuTe - 110 3aIIUTe
HOJYYCHHBIC 3HAHUS. | MEPCOHATBHBIX NIePCOHATBHBIX
- 110 3aIIUTe TaHHBIX; JTaHHBIX;
MIEPCOHAJIBHBIX - AITOpUTMaM - QITOpPUTMAaM
TaHHBIX; muppoBaHuS; mupoBaHus;
- AITOpUTMaM - CTpaTerusim - CTpaTerusm
mupoBaHus; pasrpaHHYeHUs pa3rpaHUyYCHHUS
- Xeur-QyHKIUH; JOCTYyIIa K JAaHHBIM; | IOCTYIA K JaHHBIM;
- B3JIOMY X€lIlIa; - o0ecrieyeHHIo - IOBBILIICHUIO
- CTpaTerusm JIOCTYITHOCTH 4epe3 | HaJeKHOCTH
pasrpaHUyuCHHS pe3epBHpOBaHHE 000py10BaHUS
JIOCTYIIa K JAHHBIM; KOMITOHEHTOB CETH;
- o0ecreyeHuIo - TIOBBIIICHUIO
JOCTYITHOCTH Yepe3 | HaJeKHOCTU
pe3epBHUpPOBaHUE 000pyIOBaHUS
KOMITOHEHTOB CETH;
- IOBBIIIICHUIO
HAJIC)KHOCTH
00opy1oBaHUs

OPI'AHU3ALIMOHHO-IEJAT'OI'MYECKHUE YCJIOBUA
PEAJIN3ALIMA ITPOT'PAMMBI

Yueono-memoouuecxkue ycnosus peanuzayuu npozpammol

[Ipu peanuzaumu nanHoi IIporpamMmbl OCHOBHBIMH (pOpMaMu MPOBEACHUS
3aHATHI SBISIOTCS KOMOMHUPOBAHHBIC 3aHATHUS, COCTOSIINE U3 TEOPETUUYECKON U

MIPAKTUYECKON YACTH.

YcBoeHne Marepuana KOHTPOJIMPYETCS NpH TOMOIIM TECTUPOBAHUS U

BBITIOJIHEHUS MTPAKTUYECKUX/Ta00paTOPHBIX paboT.

HroroBoe 3ansTre 00beTUHEHHS IPOBOAUTCS B (POpMeE 3a4eTHOM paboTHI.

[Iporpamma MoOkeT OBITh pealiu30BaHa C MCHOJb30BAaHUEM CHCTEM

JTUCTAHI[HOHHOTO OOyUYEHHS, JICKIIMOHHBIX M MpPaKTHUYeCKUX MmartepuanoB CeTeBoi
Axanemun CISCO, npencraienHsix B pamkax Kypca Cybersecurity Essetials.

MarepuajbHO-TEXHUYECKHUE ycJI0BHS peajaudanuu [Iporpammbl

[IpoyKTUBHOCTh pabOTHl BO MHOIOM 3aBHUCHUT OT KayeCTBa MaTEpHAIbHO-

TEXHUYECKOT0 OCHaIlleHus npouecca. [IporpamMmma peanusyercss B ayAUTOPUH




O6p&30B2lT€JILHOI>i opraHu3anuvy C IPUMCHCHUEM TCXHUYCCKUX CPEACTB 06yquH51:

MHQQCIC‘mQ VYKmypa opeanu3auuu.

e y4YcOHBI KaOWHET;
mexHuyecKue cpeocmea 00yueHus:

® KOMIBIOTEpHI C Xxapakrepuctukamu, He ycrymaromum Intel Core i5,
o0beMoM orepatuBHOM mamatu oT 8 Gb, nuckoBoit mamsatu He meHee 500 GB,
OOBEMHEHHBIX B JIOKAJIBHYIO BBIUMCIUTEIBHYIO CETh C BBIJICICHHBIM CEPBEPOM
JIOMCHA;

® TIPOEKTOP;

® DOKpaH;

® IIPUHTED;

® CKaHep;

e [IO Cisco Packet Tracer, Oracle VM VirtualBox, nocnennue Bepcuu
HauOosiee pacnpocTpaHEHHBIX HHTepHeT-Opay3epoB (Google Chrome, Mozilla
Firefox) ¢ moxnepxkoit Flash u Java.
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